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Outline

• Overall work plan
• Detailed work plan for each part

• Web site
• BGP sharing
• Looking Glass
• Analyzing and Diagnosing Platform
• Research Topic
• Knowledge Sharing

• The outcome from the bilateral meetings (Technical Part)
• Security Concerns
• Comments/Suggestions



Detailed Technical Committee Work Plan Tentative Timeline
Timeline Discussion on Timeline May

Project Web 
Site

Requirements/Design May

Partner information May

Setting up project website May

BGP Routing 
Information 
Sharing

Requirements/Design (email, Slack) May-June

Document info (How to implement, what partners need to do) May-June

Implement the peering (meeting, email, Slack) May-June

Looking Glass 
Platform 

Requirements/Design (email, Slack) June

Document info (how to implement, what partners need to do) June

Implement the connection with LG platform (meeting, email, Slack) June

Hijack 
Detection 
and 
Mitigation

Problem and requirement sharing (meeting, email, Slack) June

Confirm first stage functions July

Iterative feedback & development July 2022 – July 2023

Research Discussion on research topic, paper, technical document July 2022 – July 2023

Knowledge 
Sharing

Any specific topic partners are interested in , e.g. Problems, RPKI, 
BGPSEC, MANRS

Regularly



Web Site Design

https://bgper.ne
t



Partners Information in Web Site (Scheme 1)

Partners need to provide a 
logo and short introduction: (100-
300 words)



Alternative:
Provide a logo, and a link to the 
partner’s website

Partner’s Information in Web Site (Scheme 2)



Architecture of Route Information Sharing Platform
l Collecting server: Use routing FRR[2] to simulate a real BGP router

l  Border routers: Connect with the collecting server by BGP peering

l  Feature: Lively Advertise Routing Announcements 

Internal router

Border router

Collecting�
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Collecting�server

Border�router

Internal router

Periodically export BGP routing 
information in MRT format

database
Download and use the bgpdump[3] tool 
to parse the metadata via HTTP

Users

Lively Advertise Routing Announcements through Web Socket 
(withdrawal/announcement)



BGP Routing Information Sharing  Platform

NRENs’ Contribution:
• CERNET
• SingAREN
• BdREN
• LEARN
• ThaiREN

• Executive Team will 
provide manual.

• Plan to be done in May-
June.

https://bgp.cgtf.net



Looking Glass Architecture

• Executive Team will 
provide manual.

• Plan to be done in 
June.



• http://lg.cgtf.net
• Open Source:

• https://github.com/gmazoyer/
looking-glass

• 6 NRENs joined
• 5 commands
• Query speed limit for 

security
• More partners are welcomed

Looking Glass Platform

NRENs’ contribution:
CERNET, ThaiREN, BdREN, SingAREN, MYREN,LEARN

http://lg.cgtf.net


• Hijacking Detection 
• Prefix Hijacking Detection
• Path Hijacking Detection
• Send alarm message to the victim
• Partners can register for their AS , Prefix

Analyzing and Diagnosing Platform

https://bgpwatch.cgtf.net



• Dashboard
• Detailed information for AS
• Peer relationship
• Prefix import/export
• Real time announcement received from peers
• Path to a specific prefix
• Path visualization
• …… 

Analyzing and Diagnosing Platform



• New routing information brought by the BGPer routing Information 
sharing platform

• Analyzing the robustness of routing  across the wider Asia Pacific 
region 

• Are existing peering relationships among NRENs fully utilized?

Potential Research Topics



Knowledge Sharing

• Any there other topics that partners are interested in?
e.g.

• Problems in general
• RPKI
• BGPSEC
• MANRS



• APAN-JP: RPKI is becoming popular and the JP NIC is pushing like that way. 
Notification service will be very helpful. RADAR

• TransPAC: Asymmetrical routing. Traffic taking inefficient route
• ITB: Check and make sure routing going specific path, monitoring, 

debugging
• PREGINET: Find inefficient routing , BGP visualization. Open source: Zabbix, 

MRTG.
• KREONET: Real system in production level, time schedule, long term 

running, security concerns with looking glass.
• REANNZ: MANRS compliance
• AARNET: GRIP (CAIDA’S BGP OBSERVATORY)

Outcomes from the bilateral meetings 



• Where the data is stored?
• BGP peering server:  Cloud server in Singapore
• BGPWatch:  Cloud server in Hongkong
• Looking Glass:  Cloud server in Hongkong

• Will peering harm my network?
• We use routing FRR[2] to simulate a real BGP router and it won’t send routing 

anouncement.
• Will sharing routing information harm my network?

• Routeviews and RIPE RIS are two most famous RIS sharing platform.
• Our security policy doesn’t permit ssh/telnet access from other 

network
• SingAREN uses a VM to simulate a router, and then peer with their real 

router. Then our looking glass has access to the VM.

Security Concerns



To-do List
Detailed Technical Committee 

Work Plan
Tentative 
Timeline

To-do

Timeline Discussion on timeline May

Project Web 
Site

Requirements/Design May

Partner’s information May Partners: send logo, introduction 
(100-300 words) to executive team:

Setting up project website May Executive Team: set up the 
website.

BGP Routing 
Information 
Sharing

Requirements/Design(email, Slack) May-June Executive Team: send manual to 
partners, discuss with each partner, 
and implement the peering.
Partners: setup peering.

Document info (how to implement, 
what partners need to do)

May-June

Implement the peering (meeting, 
email, Slack)

May-June



• ??

Comments/Suggestions



SHARES


