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Outline

» Project Overview

» BGP Hijacking Detection Algorithm

» Functionality of the BGPWatch Platform

» BGP Route Sharing and Looking Glass Platforms

» An Instructional Video of the Platform
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Collaborative Communities

« Work of 19 Team members (listed alphabetically)

- AARNET (AU)

« APAN-JP (JP)  LEARN (LK)
 BAREN (BD) * MYREN (MY)

« CERNET (CN) * NREN (NP)
 DOST-ASTI (PREGINET, PH) * PERN (PK)

« ERNET (IN) « REANNZ (N2)
 Gottingen University (DE) « SINGAREN (SG)

« HARNET (JUCC, HK)  Surrey University (UK)
« ITB (ID) * ThaiREN (TH)

« KREONET (KR) * TransPAC (US, APAN/GNA-G Routing WG)
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The 15t Phase of the Project

* Project Name: Developing a Collaborative BGP Routing Analyzing and
Diagnosing Platform

 Time: Feb. 24,2022 — Aug. 23, 2023 (18 months)
« Co-Pl: Jilong Wang (CERNET, CN)

Chalermpol Charnsripinyo (ThalREN, TH)
Simon Green (SINgGAREN, SG)
« Funding:
« USD150,000 (APNIC Foundation)
« USD69,660 (in-kind contribution from Tsinghua Univ., China)
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Extension Project (2"9 phase)

* Project Name: An Extension of the Ongoing Project “Developing a
Collaborative BGP Routing Analyzing and Diagnosing Platform” Project

 Time: Dec.06, 2023 — June 06, 2025 (18 months)
« Co-Pl: Jilong Wang (CERNET, CN)

Chalermpol Charnsripinyo (ThalREN, TH)
Simon Green (SINgGAREN, SG)
« Funding:
« USD85,000 (APNIC Foundation)
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Project Website

Partners Tools News & Event Document Contact

BGPWatch

BGPwatch is a global BGP monitor system that provides free
service monitoring BGP hijacking events, conducting AS-
specific route statistics and analysis, and helping operators
effectively monitor their ASes.

Partners Tools News & Event Document Contact

Partners

https://bgper.net

Partners About Tools News & Event Document Contact

Organization: AARNET

Since 1989, AARNet, Australia’s Academic and Research Network has
provided high-performing telecommunications and an expanding range of

cyber security, data and collaboration services for Australia’s research and

@ aarnet education sector, including universities, research organisations, schools,

over two million end users who access AARNet’s network and services

for teaching, learning and research. For more information, visit

Partners About Tools News & Event Document Contact

Developing a Collaborative BGP Routing Analyzing and Diagnoesing Platform
Project Duration: Feb. 2022 — Jul. 2023

In early 2022, based on the support of APNIC ISIF Asia Grant, Tsinghua University jointed with the NRENs
and universities from 14 Asian and European countries started the project titled “Developing a Collaborative

BGP Routing Analyzing and Diagnosing Platform™.

By June 2022, 20 organizations from 19 countries/economies in Asia Pacific Region and Europe had joined the
project. The coordination committee, technical committee and secretariat mainly responsible for the
implementation of project management and research collaboration. The project remains open and welcomes the

L] joining of new partners.
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The First Collaborative and Technical Meeting of “Collaborative BGP Routing
Analyzing and Diagnosing Platform” Project

News On May 10, 2022, the First Collaborative and Technical Meeting of the “Collaborative BGP Routing
Analyzing and Diagnosing Platform”

Read More —

“Collaborative BGP Routing Analyzing and Diagnosing Platform” Project Kick-off
Meeting

News Collaborative BGP Routing Analyzing and Diagnosing Platform” Project Kick-off MeetingOn February 24,
2022, Tsinghua University hosted the “Collaborative BGP Routing

Read More —
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BGP Hijacking Detection
Algorithm
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BGP Hijacking

BGP hijacking often leads to catastrophic consequences

Valid update 'ZD Prefix Path
Invalid update ﬁ 10.0.0.0/16

Optimal route is marked with =

Invalid routes is marked with an orange

21+

10.0.0.0/16 45

background
10.0.0.0/16
10.0.0.0/16 Path: 45
Path:2 1
Path:321
10.0.0.0/16
Profix Path Path: 2 1 [:
10.0.0.0/16 1=
10.0.0.0/16 45 10.0.0.0/16
Path: 45
10.0.0.0/16 ?,2;?;." 50/16
Path: 1 '
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10.0.0.0/16
Victim Attacker
Prefix Hijacki
. retix mijacking
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Forged AS link AS5
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Solutions to BGP Hijacking

 Preventing the hijacking before it happens

» RPKI (Resource Public Key i,
Infrastructure) =i
. Sl ROA
« ASPA(Autonomous System Provider Q. Fn
Authorization) 2 m
. . .- . i
« Monitoring to detect the hijacking vadatox

2406:6400::/48

Route Vi TR
* oute VIews =2 =2
+ RIPERIS LSRR o

e BGPstream

« GRIP
« Mitigating the hijacking _
° Announcing a more Specific prefix RPKI is very USEfUI, but it's still in the
..+ Contact other networks to filter routes process of deployment
/ APNIC
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MOAS and BGP Prefix Hijacking

* MOAS (Multiple Origin AS) : Asingle IP prefix has
multiple AS numbers claiming to be the origin for that
prefix

« MOAS is a critical characteristic of source hijacking

« MOAS is not solely caused by hijacking
» Multihoming
» Traffic Engineering
» DDOS Mitigating
» Anycast Address

Valid update ':D
Invalid update ﬁ

Optimal route is marked with *

Invalid routes is marked with an orange

Prefix Path
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background A 7
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100.0.0/16 45 10.0.0.0/16 10.0.0.0/16 321
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10.0.0.0/16 :rl,gi?‘._oéo/ 16
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/ APNIC Determining the legitimacy of MOAS is a major challenge
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Rules Combined with Machine Learning

BGP Route
Feeds

L

____________________________

ROA, IRR, AS
Relationships

Ground Truth

1
1
1
1

4

Tﬁ ----- -

MOAS

N

Extract Ground Truth
Features Data

Training

Rule-Based
MOAS Filter

—

Machine-Learning (ML)
Classifier

Potential Hijack >

Potential
Source
Hijack

« Initially, employ rule-based filters to sift through a large volume of clearly legitimate MOAS.

» Subsequently, utilize a machine learning classifier to categorize the remaining MOAS.
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« ROA Filter: Sync ROA data with Routinator, every 5 minutes

Rule based Filtering

* |IRR Filter: Sync every day

* Provider-Customer Filter: CAIDA as relationship database
« TOPO Filter: Hijacker and Victim in the same AS-PATH

« Admin Filter: Same administrator etc., sync with WHOIS every day

* Frequency/Duration Filter: Frequency/Duration longer than a threshold

A 4

ROA, IRR, AS
Relationships

MOAS

/ APNIC
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ROA data change frequently, the hijacking system must stay updated

['44534" ]

['44534"]
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Machine Learning based Filtering

___________________

e
ROA, IRR,AS |
Relationships | Extract

* Features /
« MOAS TYPE, AS Rank Difference,

Business Relationship, Geographical Features

Relationship,

« Announcement Activity, Hijacking Activity, Tttt @ Training

» Edit Distance of AS name, org, desc,

MOAS :> Machine-Learning (ML) Potential
- AS type, Degree and Coreness of AS, Machine- otenti

Hijack

* Prefix type

Result:
e Classifier
.
* Extreme Randomized Trees
0.9410 0.9570 0.9622
o.o b '\é
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Detecting Fake AS-PATHSs based on Link Prediction

« Path hijacking can evade MOAS, but usually cause unseen AS link

/ APNIC
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AS1s3>

Victim

Forged AS link

Attacker
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Path Hijacking Detection

* Hybrid-plane detection technique

 Treat all unseen links appearing in the control plane as suspicious event

« Then validate the event through the data-plane probing
* Limitation aupie =

Prefix Path
Invalid update _> 10.0.0.0/16 21+
Optimal route is marked with * 10.0.0.0/16 451

nvalid routes is marked with an orange
background

* Severe data-plane rave’

* Unseen links are very common

10.0.0.0/16
Path:451

10.0.0.0/16 Prefix Path

Prefic Path Path: 2 1 ) 10.0.0.0/16 51+

10.0.0.0/16 1+ | 10.0.0.0/16 21

10.0.0.0/16 451 [/._)—/ 10.0.0.0/16 10.0.0.0/16 321
Path: 451

10.0.0.0/16
Path:51

Path Hijacking

Advertise

10.0.0.0/16
Path: 1
Advertise 10.0.0.0/16
10.0.0.0/16
ASl@ _________________ @
Forged AS link AS5

[ ]
y APN I C Victim Attacker
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IDEA

 Evaluating the authenticity of unseen links with link prediction and filtering the
benign unseen links
 Link prediction: a technique for inferring whether a link is likely to exist

between two nodes from an existing observable portion of the network

/ APNIC
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Is AS Link Predictable?

« Zhuang et al., recently formulates the link prediction as a matrix completion

task. Their work explained the predictability of AS link.

« Graph characteristics of AS-level topology
 power-law distribution
* negative degree-degree correlation
* hierarchical

 AS links usually connect two ASes with the same properties.

/ APNIC
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Unseen Link Classification

We select SEAL as the link prediction algorithm

CAIDA AS relationship 2021 & AS location, type and size
Training with positive and negative samples

The accuracy reached 0.95 and the AUC reached 0.98

@ .. DGCNN dlassifier

MNode latent features
— > >
’a1 1 aln‘
T nn

FAOUEDI\IAT!OCN Workflow of SEAL

Probability of link
existence




Link Predictor

 To evaluate the authenticity of unseen links
* Trained with reliable links and side information of ASes

* In the framework, it can use any link prediction algorithm

‘ Reliable links I ‘ Multi-source data (IRR, AS rank etc)

\/

Dataset

)
JL Training

Y APNIC Link predictor
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Metis: a Fake AS-PATHSs Detection Framework

 Based on unseen links

« Combining link prediction and rules

 Link prediction is used to find suspicious unseen links,
and rules are used to improve the confidence level

§4.2
Update periodically > Reliabfle AS links [ Train

{| UPDATE
:| message

Valid link }

* link predictor

IX —»{ ASlinks i

AS PATH P P §4 P sd 3 x| 545
Valid link ‘ Type-1 rules }—» Valid link § i l—{ Type-2 rules }—l
o o I s HE P v
® e emmnrenreesenessenensasannmnt® BT | l . Pl Low High
APNIC . .. Invalid link &, suspicion Sispicion ‘,."
© Extract AS link © Filter reliable AS lipke s s enm e

FOUNDATION €© Detect Type-1 link @ Detect Type-2 link



Evaluation

» The accuracy of positive AS-PATHSs is about 99.5%
* The accuracy of Type-1 path hijacking is 87.5%

TABLE III: Result of crafted AS-PATHs

Reliable -1 -2 valid Suspicious AS-PATH

Type of ASTATH | Number “.. Tﬂi 1?5: AS-PATH Type-slp high [medium [low | *CCUr2<Y
GREEN AS-PATHs 7000 [ 11181 | 358 187 6966 5 3 6 20 [ 99.5%
Type-1 Misconfiguration| 1000 | 2231 108 | 983 167 0 [924 0 0 | 924%
Type-2 Misconfiguration| 1000 | 2174 | 496 | 582 256 247 | 528 0 0] 775%
Type-1 hijacking 1000 | 2213 163 | 940 125 3 | 345 481 |46 | 875%
Type-2 hijacking 1000 | 3018 153 | 934 493 2 [322] 176 [ 7 | 507 %
Type-3 hijacking 1000 | 3706 160 | 935 700 D [250[ 50 0 | 30.0%
Type-1 BGP poisoning | 1000 | 2237 | 236 | 940 107 14 [879 0 0 | 893%
“Type-2 BGP poisoning | 1000 2241 372 | 2731 I 15 [974 0 0 | 98.9%

%+ %

7 Tsinghua University
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Parallel Computing and Clusters to Handle Big Routing Data

 There is a huge amount of routing data from RouteViews, RIS, PCH, CGTF.

« We improved the system by Parallel Computing and Clusters.

RouteViews
RIS
PCH

CGTF

/ APNIC
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Process Data

Process Data

Process Data

Process Data

A 4

Kafka

Cousumer
Cousumer
Cousumer
Cousumer
Cousumer
Cousumer
Cousumer

Cousumer

Result
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Evaluate Harm Level

« High level: The number of websites contained in the hijacked prefix is greater than 5.

« Middle level: The number of websites contained in the hijacked prefix is greater than

1 but less than 5; The victim AS is Hosting and Cloud Provider.
Otherwise, the event level is low level.

92.205.1.0/24-sub1700403156 Possible SubHijack Events
Victim AS: 21499 Hijacker AS: 20773

Victim Country: DE ( Germany )

high level

Possible SubHijack Events

Prefix Info:

Website : electricwhale.com

argomas.co.uk
dcaction.org
theglobalrelations.com

newsnuggets.co.uk

fixedaccessladders.co.uk

Victim Description: GODADDY-SXB
Start Time: 2023-11-19 14:12:36

During Time: 7:7:17

[["92.205.1.0/24", "92.205.0.0/20" 1]

amplixx.com altfithealth.com nelsonfamilyjeweller.com

bartlettskennels.co.uk tapasbar1572.nl blogjam.com

glintcompany.com juice.world millionaire9ja.com

carbarandwheelspa.com expressmedlabs.com mobilecollective.co.uk

pitchdarkproductions.co.uk nathanbeirnemusic.com undine-scientific.com

northsurreymidwives.co.uk cheapbeauty.co.uk riverhorse_eu

graduatemonkey.com

rumstars.com

marsh-house.org

Ingcapital.com

themarketinghelpline.com

kingoftoys.com.cy

Hijacker Country: DE (Germany)
Hijacker Description: GODADDY

End Time: 2023-11-19 21:19:53

Time Zone: UTC

papiro-bookstore.com

solutions-experts.net

factualideas.com

pdfprof.com

woolworthsmuseum.co.uk alwaysdoubledown.com

aljameelfood.com

themotherchip.co.uk
ujcwebsites.co.uk

milamay.co.uk

globecardiffmusic.com



Websites 1n Prefix

« TOP 1M domain:
* Tranco: https://tranco-list.eu/

 Cloudflare: https://radar.cloudflare.com/domains
* Convert domain name to IP through nslookup

92.205.1.0/24-sub1700403156 Possible SubHijack Events

Victim AS: 21499 Hijacker AS: 20773
hlgh Ievel Victim Country: DE ( Germany ) Hijacker Country: DE (Germany)

Possible SubHijack Events Victim Description: GODADDY-SXB Hijacker Description: GODADDY
Start Time: 2023-11-19 14:12:36 End Time: 2023-11-19 21:19:53
During Time: 7:7:17 Time Zone: UTC
Prefix Info: [["92.205.1.0/24", "92.205.0.0/20" | ]
Website : electricwhale.com amplixx.com altfithealth.com nelsonfamilyjeweller.com graduatemonkey.com woolworthsmuseum.co.uk alwaysdoubledown.com
argomas.co.uk bartlettskennels.co.uk tapasbar1572.nl blogjam.com rumstars.com papiro-bookstore.com aljameelfood.com
dcaction.org glintcompany.com juice.world millionaire9ja.com marsh-house.org solutions-experts.net themotherchip.co.uk
[}
* ° . theglobalrelations.com carbarandwheelspa.com expressmedlabs.com mobilecollective.co.uk Ingcapital.com factualideas.com ujcwebsites.co.uk
/, \.é
‘ newsnuggets.co.uk pitchdarkproductions.co.uk nathanbeirnemusic.com undine-scientific.com themarketinghelpline.com milamay.co.uk N g

F fixedaccessladders.co.uk northsurreymidwives.co.uk cheapbeauty.co.uk riverhorse.eu kingoftoys.com.cy pdfprof.com globecardiffmusic.com nversity



https://tranco-list.eu/
https://radar.cloudflare.com/domains

AS TYPE

* Get AS type from ASdb:
 https://asdb.stanford.edu/
e ASdb Is a research dataset that maps ASN to organizations and up to three

Industry types using data from business intelligence databases, website classifiers,
and a machine learning algorithm.

« Hosting and Cloud Provider

middle
13886
is
Ongoing Possible Victim:US/AS13886()

3 Cloud|IDC 1 206.124.104.0/21 2024-01-19 04:51:24 - - detail
Hijack : Attacker:US/AS7922(COMCAST-IBONE)
or top

content
provider.

middle
61945
is
Victim:BR/AS52626(NOVANET)

Possible Hijack Cloud|IDC 1 2804:d70:50::/44 2024-01-19 03:54:48  2024-01-19 04:57:13 1:2:25 detail
: Attacker:BR/AS61945()
or top

content
provider.


https://asdb.stanford.edu/

Open Source

https://github.com/thudragonlab/source-hijacking-detection

https://github.com/thudragonlab/bgpwatch-frontend

https://github.com/thudragonlab/bgpwatch-backend

https://github.com/thudragonlab/bgp-analysis

B thudragonlab / source-hijacking-detection  Public

Dlllh;ég)_'
¢ 5 8oz L

.............

7
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https://github.com/thudragonlab/source-hijacking-detection
https://github.com/thudragonlab/bgpwatch-backend
https://github.com/thudragonlab/bgpwatch-backend
https://github.com/thudragonlab/bgp-analysis

Functionality of the
BGPWatch Platform
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BGPWatch: Prefix Hijacking Detection Platform

« Knowledge-based real-time BGP hijacking « Based on MOAS/subMOAS

Dete-ctlon System _ _  Rely on Domain Knowledge (ROA, IRR,
* Public BGP event reporting service AS relationship, routing path, accumulated
Information, etc.)

Doragnta BGPWatch — some  Anomaty

Distribution map of victim and attacker o A=
Q Victim Q) Attacker Hijack path
®

W trazil :
United States
\I o =
*\\& Russia = 3 f - ’g‘ -
—}' S - . j{!q S .,
B United Kingdom - = G : -
«:nmm G = < ) N ! -
' - @ B .

Hijacked IPv6 Prefix o
Count
- 8
- ®* N
° 6
Q e )
£ 2
o | . prefi
" e 32 33 aa  oas | ength
®

Proportion of event type vl Event Count
I -O- Possible Hijack Passible SubHijack Onging Pessible SubHijack Onging Possible Hijack =0 Al
W Possible Hijac count
Onging Possible Hijack 60
Onguing Possible subkijack .
Xy o L \’_/\/—/
40
2024-01-07 2024-01-08 2024-01-09 2024-01-10 2024-01-1 2024-01-12 2024-01-13 2024-01-14 2024-01-15
00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 00:00:00 08:00:00
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[Doragontan BGPWatch

Select event type

Download

Event Type

221 Possible Hijack
222 Possible Hijack
223 Possible Hijack
224 Possible SubHijack

Total 224 < 1

/ APNIC
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BGP Hijacking Detection

Home Overview Anomaly DashBoard RoutingPath Country/Region Organization
Select harm level Time zone Select time period (by Start Time)
All GMT+8 2023-04-13 10:24:41 - 2023-04-23 10:24:41
Level Event Info Prefix N Prefix Example

Victim:IS/AS 12969 (Vodafone_Iceland)

low
Attacker:KR/AS9860(NHIS-AS-KR)
: Victim:I1S/AS12969 (Vodafone_Iceland)
ow
Attacker:KR/AS9860(NHIS-AS-KR)
high
68
. Victim:US/AS398823 (PEGTECHINC-AP-02)
websites
- Attacker:ZA/AS328608(Africa-on-Cloud-AS)
in the
prefix.
: Victim:US/AS6253 (PRUASN)
ow

Attacker:US/AS8030(WORLDNET5-10)

Supports searching and downloading

193.4.4.0/24
193.4.4.0/24

193.4.5.0/24

2 193.4.4.0/24

1 154.93.32.0/19

prefix:
5 161.1561.112.0/22
subprefix:

161.151.114.0/24

Document

Duration

Start Time 5

2023-04-13 13:56:24

2023-04-13 13:43:36

2023-04-13 11:47:11

2023-04-13 10:52:15

Select for event by keywords

End Time

2023-04-13 13:58:24

2023-04-13 13:49:53

2023-04-14 06:47:14

2023-04-13 13:58:59

Duration

0:6:17

19:0:3

3:6:44

Login

Register

Detail

detail

detail

detail

detail

%+ %
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Features — Event Level Evaluation

 Evaluating event impact based on importance of AS and prefix

high level

Possible SubHijack Events

Prefix Info: [["92.205.1.0/24", "92

Website: electricwhale.com

argomas.co.uk
dcaction.org
theglobalrelations.com

newsnuggets.co.uk

fixedaccessladders.co.

APNIC

FOUNDATION

92.205.1.0/24-sub1700403156 Possible SubHijack Events

Victim AS: 21499 Hijacker AS: 20773

Victim Country: DE ( Germany ) Hijacker Country: DE (Germany)

Victim Description: GODADDY-SXB Hijacker Description: GODADDY

Start Time: 2023-11-19 14:12:36 End Time: 2023-11-19 21:19:563

During Time: 7:7:17 Time Zone: UTC

.205.0.0/20" 1]

amplixx.com altfithealth.com nelsonfamilyjeweller.com graduatemonkey.com woolworthsmuseum.co.uk

bartlettskennels.co.uk tapasbar1572.nl blogjam.com rumstars.com papiro-bookstore.com

glintcompany.com juice.world millionaire9ja.com marsh-house.org solutions-experts.net

carbarandwheelspa.com expressmedlabs.com mobilecollective.co.uk Ingcapital.com factualideas.com

pitchdarkproductions.co.uk nathanbeirnemusic.com undine-scientific.com themarketinghelpline.com milamay.co.uk

uk northsurreymidwives.co.uk cheapbeauty.co.uk riverhorse.eu kingoftoys.com.cy pdfprof.com

Provides website link of the prefix

alwaysdoubledown.com

aljameelfood.com

themotherchip.co.uk

ujcwebsites._co.uk

globecardiffmusic.com

f% 4%
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Features — Quick Response, Event replay, Comments

« About 5 mins delay, much better than most systems
* Notify users immediately when an event is detected, minimizing damage from hijackings
« Understanding how the BGP routing changes

Analyze the extent of the impact of the event

. N _ N _ _
92.205.0.0/20
Add Comment
Accept/Reject © Accept Reject
o~ Description I'm owner of this AS, I confirm that ....
92.205.1.0/24 &
1
1
l 1 1 l - 1 1
N . P = ———
) T T ousa ",.' .
- % / N
AP : 7
FOUN il

Tsinghua University



Subscribe Hijacking Events for AS and

Prefix Change
Select event type
All
Event Type
1 Possible Hijack
2 Possible Hijack
3 Possible Hijack

Hi,

Hijack

AS Peer Change AS Path Change

Select harm level Time zone
All GMT+8
Level Event Info
| Victim: TW/AS945(8964)
ow
Attacker:US/AS200827(VV-NETWORK)
| Victim: TW/AS945(8964)
ow
Attacker:US/AS200827(VV-NETWORK)
Victim: TW/AS945(8964)
low

Attacker:US/AS200827 (VV-NETWORK)

Select time period (by Start Time)

2023-11-10 10:22:41 -

Prefix Num

Prefix Example

23.150.11.0/24

23.150.11.0/24

23.150.11.0/24

2023-11-20 10:22:41

Start Time <

2023-11-19
11:01:13

2023-11-19
09:00:47

2023-11-18
19:00:46

Duration

End Time

2023-11-19
11:15:16

2023-11-19
09:15:20

2023-11-18
19:15:19

Send Alarm

Select for event by keywords

945

Duration Detail Comment
0:14:3 detail
0:14:33 detail
0:14:33 detail

Hope this message finds you well. Greetings from the Institute for Network Sciences and Cyberspace at Tsinghua
University. We have developed a BGP hijacking detection system (BGPWatch, https://bgpwatch.cgtf.net).

Our system shows that prefix 23.150.11.0/24 is normally announced by your 945; however, at 2023-11-18 11:00:46 (UTC),
prefix 23.150.11.0/24 is also announced by 200827 Detailed information is available here.

We would like to confirm with you whether this is a hijacking event or a false alarm of the system. Please click here to
provide us with your feedback. Your time and response are greatly appreciated and will be very helpful for our research.

Have a good day!

API\ Best regards,

FOUNDA Institute for Network Sciences and Cyberspace
Tsinghua University

14

ua University



Overview--Statistics for Anomaly Events

— Iy Last? Last 30 d: 2022 2023 All Data —_ B: sh Last? Last 30 d: 2002 2023 Al Data
- ast 7 days ays m & S days ast 30 days
Event Count Monthly Event Count for Bangladesh Monthly =3
Daity ‘Weekly ww .
- i W Fosiible Subtjack: W Avictim
B Poscivie Hiack ([ Passible Subkijack [ AT - = My I Albditacher
count count
1500 =
Passible Hijack
@ B 2022 1203
Go to Anamaly
1200 -
%00 -
All-Artacker
*® 65,2022 L]
Go 1o Angmaly
800 "
200 :
o
o 2 ;22 32022 42022 5. 2022 62022 7,222 5. 2022 5. 2022 10,2022 Nz 12 222 1. 2023 22023
202 32022 ) s.202 62022 7. 2022 82022 5, 2022 0. 2022 2022 2,202 1203 2202
oiris [N oo dea wam AiDw —
Event Count Dally
Event Count Weekly oy
oy | [ o [ o ]
B Possivle Hisck [ Possible Subkijack [0 All W Possie tjnck Al
 2023-02-15 40
P Goto Anomaly.
Possible Hijack “a
® Week 37, 2022 219
Go 1o Anemaly
w0
-
o
a

ek 35, 2022 Week 17, 2022 Week 18,2022 Vieek 19, 2022

APNIC

FOUNDATION

EZS
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GRIP: Violate ROA

Compare with other Platforms

Potential Victims Potential Attackers Largest (Sub)Prefix gVIZI;‘etgx Start Time

UsAS834 NLAS49981 PTAS24768 185.206.250.0/24 1 2023-11-15 15:15
BGPWatch: Compliant with ROA

] . Victim:PT/AS24768(ALMOUROLTEC)
Possible Hijack low 1 185.206.250.0/24
Attacker:US/AS834(IPXO)
ASN Prefix

ROA AS24768 185.206.250.0/24

/ APNIC

FOUNDATION

Duration Suspicion

5 hour High

2023-11-15 23:18:07

Category Type
@ Default Tr Worthy moas
2023-11-16 04:25:30 5:7:23 deta

Max Length

24

%+ %
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Compare with other Platforms

Real-time delay 5mins delay 5mins delay More than 2 hours

Event replay \ x \

Event statistical analysis v X X
Event level evaluation v X X

Benign MOAS report \ v x

Email Alarm v X x

Accuracy High Medium to High Low
\/ APNIC TEZT 1

Tsinghua University

FOUNDATION




Tools for Network Operator

« Dashboard: AS info, prefix, peers

 Routing Search:
» Aggregated forward routing path
» Reverse routing path

 Bi-direction routing path e
 Subscribing, Alarming

©
©
-

22222

222222

sssss
o

( APNIC https://bgpwatch.cgtf.net

FOUNDATION

©086

109041!
------------

7
N
’l': <% q
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ashboar

CERNET an search by AS number, AS name, or organization name. Last Update:2023-08-20

Search by
Login Register O rg a n iza t i O n Organization Cone
n a m e China Innovate Network Environment (CINE) 1

Dll'lﬂllll.‘ BGPWatch ~ Home  Oveniew  Anomaly  DashBoard  RoutingPath

Search by AS
number

4538 You can search by AS numbef, % Last Update:2023-04-24 132552 CERNET-TERNET-AS (CN) Tianjin Municipal Education and Research Network 1
132886 CERNET-LCU-AS (CN) Liaocheng University 1
Basic Pvd Peers
135570 CERNET2-SGECN-AS-AP (CN) Space-ground Experimental Communication Network 1
- - - 136446 CERNET2-BUPT-CINE-BGP-AS (CN) China Education and Research Network (CERNET) 1
4538 China ERX-CERNET-BKB China Education and Research
138000 CERNET2-BUPT-CINE-INS-AS (CN) China Education and Research Network (CERNET) 1
Network Center
138011 CERNET2-BUPT-CINE-SDN-AS (CN) China Education and Research Network (CERNET) 1
139205 CERNET2-BUPT-CINE-AS (CN) China Education and Research Network (CERNET) 1
139738 CERNET-GDHED-AS (CN) China Education and Research Network (CERNET) 1
139774 CERNET-IVION-AS (CN) China Education and Research Network (CERNET) 1
Y All prefixes of
IPv4 Prefix Count IPvd Address Size(/24) IPvE Prefix Count 1Pv6 Address Size(/40) ( X h S
12886 . ‘m Prefix t e A
12000 e N
@ @ @ ! @“ 101.6.16.023 101.76.492.0123 101.76.194.023
10000 10000 0ODODO0D
o 103.165.110.023 110.64.148.0123 110.64.204.023
a000 ) 500000000
. 200000 110.64.30.023 10.65.412.023 110.65.134.023
150000 : !
4000 110.65.136.023 110.65.144.023 14243472023
100000 R
" " o " " " o ’ 42376023 1545746023 151584220
1Pv4 Prefix 1Pv6 Prefix
. 11545872023 14515874023 11545880023
s00 5
o - 115.158.82.023 115.158.84.023 115.158.86.023
300 3,000 115.458.88.023 115.158.90.023 115.25.86.023
11643:412.023 11613414023 11643.416.023 '\é
I I 116.13.118.0123 116.13.120.0123 16.43.122.023 ﬂ
amm—— - I 881} e o M — - S Jniversity
2 13 14 15 [ i} 18 20 2 2 23 24 30 tength 21 33 36 42 56 62 64 = T 26 gt

nz SHBEEE A B Total 588



Dashboard:
IPv4/1Pv6 Key Peers and All neighbors Information

Import/Export IPv6 @ Provider Peer —— Export —— Import

/

All IPvE Neighbors
& TtopiPveC-P

an
B prefix Amount

‘ < AS neighbors or Country/Reg| AS customer cone Relationship Export Import
@ i

A 17”2V National Aeronautics and
¥ 1 24 United States 2] peel 0 2
‘ | Space Administration
- 3356
646
637 2 42 1 peer 0 80
TOP IPv6 P-C
o A® Prefix Amount
N refix Amoun
X ‘\,7’ 3 10 United States 42 peer 0 13
\25
143
177 - A
130 4 12 DNS-OARC United States 1 peer 0 2
19; 47
D
° <03 - 2516 5 203 ESnet United States 40 peer 62 40
% % 16509
32098
TOP L’;‘:’G P-P E 6 103 Verizon Business United States 98 pee 0 48
st Prefix Amount
o 7 114 Apple Inc. United States 2 peer 0 269
A > N 3
R ¢ st
12 5 . ad7 o
% > L o Z°Y, 8 852 TELUS Communications Inc. Canada 247 peel 29 33
W Austral
United 9 1103 SURFB.V. Netheriands 24 peer 63 13
& United
Peer Countr’ indones. .
mn Dis"ibuqiony »; eicorie 0 1221 Telstra Corporation Limited Australia 1748 pees 8]
New Zea
®m Singapo. 5 n 2 3 4 5 6 - 4
Canada
171w

Key Neighbors All Neighbors

/ APNIC

FOUNDATION

%+ %
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Multiple Routing Path Search

Dnl‘ﬂllllll.ﬂll BGPWatch Home Overview Anomaly DashBoard RoutingPath Country/Region Organization Login Register

You can input an IP address or prefix address. For example:

1P 2001:200::/32 1.0.0.0/16, 2001:200::/32. The system will return all the subset and superset network of it.

\200-900- 2001:200:¢00::/40 AS PATH
2001:200:900::/40 i/ 1090415

2001:200:e000::/35 Prefix Total
2001:200::/32

2001:200:c000::/35

2001:200:e00::/40

38022

000
0 00
0080
o

. Support Prefix / IP, IPv4 | IPv6
APNIC Return paths of all sub networks and super networks of the input prefix
FOUNDATION Group prefixes with the same routing path

NLEZE

Tsinghua University




Reverse Routing Path (TOPQO)

* Support Prefix / IP, IPv4 / IPv6
The system will search the best

213151

60501
132602

oS a AL e ST matched prefix and return the
#E ‘ reverse routing tree

58057 .,
16552

1402
egs A/ @/ € ||\ T —— 204028

With better interactivity

35619

. 5067
226529873

X —% e Select an AS or input AS

\ | number, the system will

A highlight the path to the AS
The number of layers to

display can be selected

layer2

/ APNIC

FOUNDATION

oy MLz

= Tsinghua University




Bi-Routing Path

Left IP 203.185.101.0/24 LELE]( h 192.248.0.0117 Right IP

Example: 2a0f:9340:10::/48 <---> 2001:7f8:e7::/48
Example: 2,22.238.0/23 <---> 185.193.84.0/122

203.185.101.0/24 to 192.248.0.0/17
(2023-06-06)

203.185.101.0/2 >@ >@ }@ >® g 192.248.0.0/17

192.248.0.0/17 to 203.185.101.0/24
06-06

Left : 203.185.101.0/24, from ThaiREN ozaeeo Right: 192.248.0.0/17, from LEARN

1203.185.101.0/24%3 @{ 7660 23855 2 9885 3 @{ 192.248.0.0/17

Support Prefix / IP, IPv4 / IPv6
ﬁﬂm& The system will search the best matched prefix

sSSEy
da 7
A% N

"', SH g

Yurn-®  Tsinghua University




Prefix Change Hijack AS Peer Change AS Path Change
174 23.26.148.0/124
5511

Date:2023-08-21

46450

46450

Date:2023-08-22 -2914

46450

Date:2023-08-23 +2914

46450

Date:2023-08-24

46450

/ APNIC

FOUNDATION

Path Change

AS path

AS path

AS path

AS path

23.26.148.0/24

23.26.148.0/24

23.26.148.0/24

23.26.148.0/24

%+ %
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ASNFITI

Last 7 days

Router Jitter

Click on the timeline to display the corresponding A and W

Router jitter

€
Router jitter Click o the timeline 1o dispiay the corresponding A and ¥ g
v
- 2
2a10:cec3:00c2:/48 4213 § E
8 &
2201:9000-4d0e::/48 3850 o2 o
= o
x
=
2300:4340-90:/48 3138 @
o
T T e o o T
I o 1358 1 by %l v b
. ;
2400860:7:148 2507 s orsesmre 2023-11-07 03:25:00 (UTC)
y - BGPAMP_ET|1699298706,327942]W|2001:253:1::¢01/38272|2a0b:43: 4
e o A W1 SN S 21TH R0 o BGP4MP_ET|1699298720.105014A]2001:253: 838272 38255 23911 6939 2014 2914 2014 20473 205610]IGP{2001:253:1::¢01]00[23911:6930 38256
—— - T 36272 38255 23911 6339 12956 21675 21675 21675 21675 21675 21675 21575 181801GRI2001 BGP4MP_ET|1699298749.141416|A[2001:25 146/36272 38255 22911 6930 D 20473 205610/IGPI2001:253:1:c01/0023911:6930 36255:23911 NAC
" BGPAMP_ET|1699298806.902302|W[2001:263:1::c01{38272[230b:4340:90:
i)l ‘?"3 <eigdasd il bl ksl o BGPAMP_ET|1699298807.130883]A[2001:253:1::c01]38272|2a0b:4340: ./4apsz7z 38255 23911 6930 3366 3356 3356 20473 205610|IGP|2001:253:1::c01|0]0[23911:6939 38255
R 0y 156272 36255 23911 es3e QR 21575 21575 21575 21575 21575 21675 21575 19180GPI2001% BGPAMP_ET| 1699298808 256892(W|2001:253:1::c01|38272/2a0b:434(
1380200013 BOPAMPET| 1690208836, 14725B|A(2001:260- 150013627 (3000:4340:00, 48136272 36255 23911 6939 2914 2914 2914 20473 205610/IGPIZ001:253:1:c01 0[0R23911:6939 38255
.‘“‘“"‘” R Seams oot SUmTas e T o e BGP4 T|1689298856.583473W|2001:263:1::c01/38272|2a0b:4340:20::/48
PO . 38272 38255 23911 699 12956 21675 21675 21676 21675 21675 21675 21575 101801GR2001 BGP4MP_ET|1699298870.16951/A12001:253:1:c01]38272(2a00:4340:90:/48{35272 38256 2391 6339 3356 20473 206610]1GPI2001:263:1:01{010[23911:6939 36255:239 T1INAC
it . e v e e BGPAMP_ET|1699298896.459368|W|2001:2 c01/38272|2a0b:4340:90::/48
. BOPAMPET|1699236000. 196849IA[2001:263- 150013627 2(2a00-4340:00. 48136272 36255 23911 6939 3355 3356 3356 20473 205610/IGPI2001:253:1:c01 0[0i23911:6939 38255
2604:2080:8802::/48 1508 1 380:2000::/36|38272 38255 23011 6930 12956 21576 21575 21575 21576 21575 21575 21575 191801GP2001% BGP4MP_ET|1699298901.368330|W|2001 c01/38272|2a0b:4340:90:./48
; 0 p 4MPZET| 1020910628 01 | B 3 ) BGPAMP_ET|1699298930.200030|A[2001:263:1::c0138272]2a0b:4340: 90:/48136272 36255 23911 6939 3356 20473 205610|IGPI2001:25%:13c01/00/23911:6939 36255:23911 INAC
“‘3 o THo d G201 09953600 21 DR DA AINGELZ00 20%:1 100N BGPAMP_ET|1699298947.356906{W|2001:253:1::c0138272|2a0b:4340:9
BaPAMP 263:1-cONj38212 mzuoo 13638272 35285 23911 6830 12986 21575 2175 21675 21575 21875 21875 21578 19160GPI2001 BOPAMPET|1699298960.226505|AI2001-263:1:00136272(2a0b:4340:00-/48136272 38255 23911 6939 3355 20473 205610/IGP[2001:253:1:c01/010123911:6939 36255:2391INAC
BOPAMPETI1603106 Z 113827 2120011360201 BGPAMP_ET|1699298990.315185|A|2001:253:1::c01]38272[2a0b:4340:00-/48[36272 38255 23911 6939 3356 3366 3356 20473 205610[IGP|2001:253:1::c01(0{0|23011:6939 36255
BGPAMP_ET|1699298992.353198{W|2001 1::c01|38272|2a0b:4340:90::/48
ASN HARNET Last 7 days. Top Peer

Router jitter Click on the timeline to display the corresponding A anc

Router jitter Ciick on the timeiine to display the correspondir

-
2400:8460:7:148 2040 2a05:1500::140 5682 g
o
U
2001:1380:2000:/36 1707 o
2604:7c00:400::/40 5561 -
o
2a0aiafcr:i48 1688 %
1106 11706 11706 17 a7 e 1o 2001:1380:2000:/36 5130 -
721,853,024 1284 -} 1600 2000, 00 0400, 0890.....0930 o
I = i
4120900118 1128 2803:8080::/32 5074
& 132829 132620 132620 132829 132620 132620/IGP(200.188.118.254 0/0(INAGI)
5 iy m 132.0r22(3662 S 132829 132829 132620 132629 132820 1326291GP{203. 168,118 254]0/0{INAG|
AT n 03. 7&72:3667%& 3491 174 132829/IGP|203.188. uaysmmnm}ep e ste 2606:6d00-/32 5068 wE
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. e s(,Pmp ETHGRR3 3632 15604ZAZ. mu 1182530621103 Sin 13z 021362 7824 491 174 1328291GP1203.186.18 25900INAGH PN ETIGSS200002 0737240413636 0222606 a2 0A0Z2 356 2014 47 1/0j0[2914:410 2914:1006 2914:2000 2014:31
et ! 1 15662(103 24013 6239 132829 132679 132829 132829 132629 132829|/GP1203,188,118.254/0[0fINAGH BOPAMP_ET]1 e - JIR02 B0 00T S
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OPEN API

Body Params (application/json) <[> Code Generate Example
type string required {
yp 9 9 "type": "Possible Hijack",
Event Type "condition": {}
}
Allowed values: Possible Hijack Possible SubHijack Ongoing Possible Hijack

Ongoing Possible SubHijack

Example: Ongoing Possible SubHijack
2 iestAPIKEY ’ goine )

v condition object {9} required

Find Condition (Support mongo scripts)

> start_timestamp anyOf {2} anyOf, must be valid against any of the subschemas  optional
—
> hijack_as anyOf {2} anyOf, must be valid against any of the subschemas  optional
Username: testAPIKEY
> hijack_as_country anyOf {2} anyOf must be valid against any of the subschemas  optional
Count
120 Email: Il e B > level anyOf {2} anyOf, must be valid against any of the subschemas optional
100 > prefix anyOf {2} anyOf, must be valid against any of the subschemas  optional
[ Sign out ] [ API-KEY Setting ]
a0 > subprefix anyOf {2} anyOf, must be valid against any of the subschemas  optional
&0 -. . I > victim_as anyOf {2} anyOf, must be valid against any of the subschemas  optional

> victim_as_country anyOf {2} anyOf, must be valid against any of the subschemas  optional

LJ
> end_timestamp anyOf {2} anyOf must be valid against any of the subschemas  optional »
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BGP Route Sharing and
Looking Glass Platforms
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Routing Collection VPs

« BGP route collection platforms collect and log BGP routing information observed from different ASes.
« This routing information can be used for network diagnosis, historical BGP event review, scientific

research, etc.
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CGTF RIS

We have established BGP session with 15 partners.
Configuration manual can be accessed at
https://www.bgper.net/index.php/document/ Index of /ribs/2022/07

https://bgp.cgtf.net

Name Last modified Size Description

m Partner m Partner |'?] rib.20220730.0600.mrt.bz2 2022-07-30 06:00 13M

@ rib.20220730.0800.mrt.bz2 2022-07-30 08:00 13M

1 APAN-JP MYREN 2] rib.20220730.1000.mrtbz2 2022-07-30 10:00 13M
(2] rib.20220730.1200.mrtbz2 2022-07-30 12:00 13M

2 AARNET 10 PERN 2] rib.20220730.1400.mrtbz2 2022-07-30 14:00 13M
3 BDREN 11 REANNZ [?] rib.20220730.1600.mrt.bz2 2022-07-30 16:00 13M
2] rib.20220730.1800.mrtbz2 2022-07-30 18:00 13M

4 CERNET 12 SINGAREN 7] rib.20220730.2000.mrt.bz2 2022-07-30 20:00 13M
. (2] rib.20220730.2200.mrt.bz2 2022-07-30 22:00 13M

5 HARNET 13 ThaiSARN [?] rib.20220731.0000.mrtbz2 2022-07-3100:00 13M
6 ITB 14 TransPAC 2] rib.20220731.0200.mrtbz2 2022-07-3102:00 13M
(2] rib.20220731.0400.mrtbz2 2022-07-3104:00 13M

7 KREONET 15 NREN 2] rib.20220731.0600.mrt.bz2 2022-07-3106:00 13M
(2] rib.20220731.0800.mrt.bz2 2022-07-3108:00 13M

8 LEARN 2] rib.20220731.1000.mrt.bz2  2022-07-3110:00 13M

NEZE;
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https://www.bgper.net/index.php/document/

CGTF RIS Collector

» Just have your border router establish an eBGP session with our collector:
 Our Collector ASN: 65534

e Qur Collectorl IPv4 address: 47.241.43.108
e Qur Collectorl IPv6 address: 240b:4000:b:db00:8106:7413:738f:e9ed

 Qur Collector2 IPv4 address: 203.91.121.227
 Qur Collector2 IPv6 address: 2001:da8:217:1213::227

/ APNIC
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LLooking Glass VPs

« Looking Glass allows us to view the Internet from different locations
» Researchers usually find and use LG pages from several well-known portal pages

trace org:
Maintained by Thomas Kernen

Please feel free to send me updates, links, corrections, extra info

Note that I'm unable to provide support for the linked web pages

Looking Glass

+ GARR (AS137)
s CenturylLink (AS209)

- :
& PeeringDB ..

lraceroute.org

UCOM AS8932

UCOMLLC

UCOM CJSC

ittp://www.ucom.am

Looking Glass - Looking Glass - w9.gubo.org
w9.gubo.org/LookingGlass/en.php ~
LookingGlass - Open source PHP looking glass. Test IPv4: 23.95.242.173. Test files: T0OMB

8932

ASB832:AS-ALL

hittp:/fig.as8932.net

PeeringDB

ol CATEGORY 1 - IPv4 AND IPv6 BGP LOOKING GLASS SERVERS BY REGION

“¥" Please send LG additions and updates to webmaster@bgp4.as. Including NOC whitelist requests

cc Region BGP Looking Glass website

GLOB Global BT Global Services Looking Glass

GLOB Global Cogent Communications Looking Glass
GLOB Global Deutsche Telekom Looking Glass

GLOB Global Easynet Global Services Looking Glass
GLOB Global GBLX Global Crossing (Level3) Locking Glass
GLOB Global GTT / Tinet Looking Glass

GLOB Global Hurricane Electric Looking Glass

GLOB Global Inteliquent / Tinet Looking Glass

GLOB Global Leveld Looking Glass

GLOB Gilobal NTT Communications (NTT America) Looking Glass

BGP Looking Glass Database

103.253.27.204 - Cheapwindowsvps_LG - Looking Glass
103.253.27.204 ~

Server Location: Singapore Test IPv4: 103.253.27.204. Test files: 25MB 50MB 100MB 1000MB Your IP|
Address: 40.77.167.52

Name of ISP ASN

Looking Glass
University of Calfiomia, 25

Berksiey AS25
Looking Giass Packet
Clearing House AS42

Looking Glass
University of Wisconsin 59 heps/iwwewe e wisc. eckcgi-binpubbic/ig-569.01
Madisan ASS9
Lookng Giass
University of n
Washington AST
Looking Glass
Princeton University

it/ inetman.cac washington edulookingglass’

tscifwrore. et princeton. edu/traceroute htm

https://ig-os1.sa.net -

Riven Cloud - Looking Glass

Server Location: Osaka, Japan. IPv4 Address: 103.88.47.47. IPv6 Address:
2400:ddc0:1000::35ed:d8ba. Your IP Address: 66.249.69.151. Network Test Files ...

BGP4.as

APNIC

FOUNDATION

B BGPLookingglass.com

» Explore other available LG pages
» Create more Looking Glass Vantage Points
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Web-based Looking Glass

A complete LG command execution process:

1. The user makes a command
execution request to the LG web

2. The server connects to the
corresponding router through SSH or,
Telnet based on the parameters |
selected by the user.

3. The router executes the command
and returns the command execution
result to the LG web server.

/ APNIC
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CGTF Looking Glass 'https:/ig.cgtf.net

 Open Source: D oragontan CGTF Looking Glass
* httpS://githUb'Com/gmazoyer/ BAREN Cisco Router o
looking-glass
* 5 commands e

* Query speed limit for
security

* More partners iIs welcomed

show route IP_ADDRESS
show route as-path-regex AS_PATH_REGEX
show route "AS
ping IP_ADDRESS|HOSTNAME
traceroute IP_ADDRESS|HOS“TII}J.,.L\_I_\‘/IINE_“

Ll Bt

© Help

e a@¥n a best effort basis.

http://lg.kreonet2.net

https://lqum

.’ APNIC 7 Education & Research network joined
FOUNDATION * Add links to 4 partners’ looking glass

4 Tsinghua University



Configuration on Router Side

» Create a router account only for LG, and this account only has privileges of executing the above
command.

« Use IP filtering mechanism. Add the web server IP to the whitelist. E—
) Cisco
e Juniper JUNOS:

Define the login class with permissions: Clsco [O5XR
set system login class lookinglass permissions network Sl
set system login class lookinglass permissions routing Juniper
set system login class lookinglass permissions view o

Vyatta, VyOS, EdgeOS
Define the login user:
set system login user lookinglass class lookinglass
set system login user lookinglass authentication encrypted-password "encrypted-text"
set system login user lookinglass authentication ssh-rsa "ssh-rsa rsa-pub-key-text"

0 https://www.bgper.net/index.php/document/
APNIC https://looking-glass.readthedocs.io/en/latest/
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https://www.bgper.net/index.php/document/
https://looking-glass.readthedocs.io/en/latest/

Security Concerns

* Where are the data stored?
« BGP sharing platform: Cloud server in Singapore
« BGPWatch: Cloud server in Hongkong
 Looking Glass: Cloud server in Hongkong

* Will peering harm my network?
* We use routing FRR[2] to simulate a real BGP router and it won’t send routing
anouncement.
 Will sharing routing information harm my network?
* Routeviews and RIPE RIS are two most famous RIS sharing platform.

 Our security policy doesn’t permit ssh/telnet access from other network

« Such as SIngAREN, they use a VM to simulate a router, and peer with their real
o router. Then our looking glass access to the VM.
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Future Work
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Objectives and Work Plan for the Extension Project

Objectives Work Plan Tentative Timeline

Find obscure Looking Glass VP regularly Dec. 2023

Develop an integrated Looking Glass platform  Develop integrated Looking Glass platform Feb. 2024
Develop Looking Glass API Mar. 2024

Use Looking Glass to further check routing Develop data plan detection method and decision algorithm June 2024

hijacking at the data plan Integrate the algorithm to the system Aug. 2024

Develop path hijacking detection and routing ~ Develop path hijacking detection method Nov. 2024

leak detection Develop routing leak detection method Jan. 2025

Throughout the entire
project duration

Continue to maintain and fix bugs in the

BGPWatch platform Continually test and get suggestions from user

Plan to give presentations at APAN, APRICOT, and TNC
conferences, and explore collaborations with communities in
Europe and Africa

Throughout the entire

project duration
Continue community development and

engagement, and international collaboration Plan to conduct project training at APANS7, with participants not

limited to NRENS but also including commercial operators Jan. 2024
Plan to Open source the Project Jan. 2024
Continue to secure the funds from other Throughout the entire

: : Explore funds from China and other organizations
funding resources for future projects

LNJ TNV

project duration



Open Looking Glass Vantage Point

* Paper: “Discovering obscure looking glass sites on the web to facilitate internet

measurement research” CoNEXT’21

1,446 known automatable VPs
910 obscure automatable VPs

1,446 known LG VPs in 386 cities of 75 countries
. 910 obscure LG VPs in 282 cities in 55 countries

/ APNIC

FOUNDATION

v The 910 obscure VVPs cover 8
exclusive countries and 160
exclusive cities, where no known
LG VPs have been found before

v The 8 countries are mainly
distributed in East Africa
and South Asia

https://github.com/zhua
ngshuyingl18/discover_
obscure LG

Periscope has found several hundre VPs (364)

YEZX;
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An Integrated Looking Glass and Open API

|Dllra|_;|nnlall CGTF Looking Glass

[ Q routes are matched , route are selected - | Operation

Integrated Looking Glass Platform

IP Address: 78130.176.4
ASN:AS9070

Country: Bulgaria

City: Sofia

Dllrannnlan Related links: Looking Glass of Partners Contact Us

http://lg.kreonet2.net Ddra :
Welcome to DragonlLab's Network CoHE CyberBank P19 = devi@dragonlab.org

A%+ %
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APNIC Based on the found VP, providing:
FOUNDATION Open API, Open source, Open Platform



Data Plane Detection

@ Looking Glass vantage point

166.111.0.0/16 / "W 166.111.0.0/16 () Representative services

» Possible Hijacking?

/Huacker 1. Multi Home, Proxy

2. Prefix Migration
3. Hijacking

« When a hijacking occurs, it will affect the service
« Approach: Test representative service from VPs

/ APNIC
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Comments and Suggestions?

Contact us at:
sec@cgtf.net
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